
TOP 5 
CYBERSECURITY 
THREATS/RISKS 
OF 2019

https://www.observeit.com/blog/2019-verizon-data-breach-investigations-report-shows-
spike-in-insider-threats-our-top-3-takeaways/¹ 
https://us.norton.com/internetsecurity-malware-what-is-cryptojacking.html² 
https://www.us-cert.gov/Ransomware³ 
https://blog.sonicwall.com/en-us/2019/08/cryptojacking-in-2019-cryptocurrency-value-k
eeping-attack-vector-in-play/4 
https://phoenixnap.com/blog/ransomware-statistics-facts5 

https://onlinedegrees.sandiego.edu/top-cyber-security-threats/6 
https://www.technologyreview.com/s/612713/five-emerging-cyber-threats-2019/7 
https://www.uscybersecurity.net/risks-2019/8 
https://resource.elq.symantec.com/e/f29 
https://hostingtribunal.com/blog/phishing-statistics/¹0 
https://industrytoday.com/wp-content/uploads/2018/12/Upstream-Security-Global-Auto
motive-Cybersecurity-Report-2019.pdf¹¹ 
https://retruster.com/blog/2019-phishing-and-email-fraud-statistics.html¹²

RANSOMWARE

Ransomware is a type of malicious software, or malware, designed to deny access to a computer 
system or data until a ransom is paid¹. Ransomware typically spreads through phishing emails or 
by unintentionally visiting an infected website and can cause serious damage to a business or an 
organization. According to Kaspersky, 34% of businesses hit with malware took a week or more to 
regain access to their data, while ransomware generates over $25 million in revenue for hackers 
each year5. In 2019 and beyond, this profitable cybercrime remains one of the top threats for 
organizations, as emerging vectors such as mobile malware and banking malware offer more 
opportunities for cybercriminals to steal sensitive data. In 2019, ransomware from phishing 
emails increased 109 percent from 2017, while damage related to cybercrime is set to hit $6 
trillion by 20215. As ransomware continues to spread with new vectors and emerging 
technologies, businesses and organizations should make investing in security spending a priority 
moving forward. 

CRYPTOJACKING

Cryptojacking is the unauthorized usage of an electronic or connected home device, to mine for 
cryptocurrency6. These attacks are done two ways, either phishing attacks or web browser mining. 
In a phishing attack, a malicious email with cryptomining code is installed on the victim’s 
computer. Web browser mining is when a cryptomining script is injected into a website or ad2. 
Within the first six months of 2019, the volume of registered cryptojacking attacks hit 52.7 
million4. 

CONNECTED CARS/SEMI-AUTONOMOUS VEHICLES

Connected cars/semi-autonomous vehicles are automobiles that possess connectivity or smart 
mobility – bluetooth, wifi, remote keyless entry, driver assist, etc. Smart mobility is an opportunity 
for hackers to exploit vulnerabilities of auto makers causing cyber and physical harm. This also 
causes a breach of privacy6. These attacks are targeting government fleets and private vehicles. As 
connected cars become more prevalent, it is estimated that a whopping 90% of new cars will have 
internet connectivity by 20206. However, if automakers continue to rush these cars to market, 
there will likely be an increase in the severity of system vulnerabilities detected by these 
manufacturers. Just a single hack can cost automakers $1.1 billion11.  

PHISHING

Phishing is a method that cybercriminals frequently use to steal sensitive data through email, 
telephone, text messages, social media, and apps. Cybercriminals disguise themselves as a 
trustworthy entity in order to lure targets into sharing personal data such as social security 
numbers, banking and credit card details, usernames, and passwords through deceptive 
messages. These messages are intended to trick their targets into clicking on an infected link that 
is meant to expose data or install malware6. Phishing continues to remain a top threat in 2019 for 
many individuals and organizations – 92% of malware is delivered via email and spam costs 
businesses a mind-blowing $20.5 billion every year10. C-suite is a popular target for social 
engineering attacks carried out through phishing scams. Top-level executives are 12 times more 
likely to be the target of social incidents and nine times more likely to cause social breaches1. 
 
Emerging technologies have also provided cybercriminals new opportunities to phish for data. 
AI-generated fake video and audio, also called “deepfakes,” are often difficult to differentiate from 
authentic media, and these deepfakes are embedded into phishing e-mails to trick individuals 
into handing over their sensitive data7. AI-generated media can also be used by cybercriminals to 
fabricate news and manipulate stock prices by posting a fake video online of a top-level executive 
announcing that an organization is facing a financial problem or a crisis. 

CLOUD ATTACKS

Cloud computing is an expanding technology which has become a valuable tool for many 
organizations and individuals, and like any fast-growing platform, is bound to experience an increase 
in incidents. According to Symantec, managing identity and authentication (45%), phishing (43%), 
and accidental inside threat (42%) are the three most significant threat categories of cloud attacks9. 
One reason for the rise in these attacks could be the lack of cybersecurity experts equipped with skills 
to remediate cloud attacks. In a Symantec survey, 49% of respondents confirmed their cloud-security 
personnel was inadequate to deal with all incoming alerts. Most respondents said they needed to 
enhance cloud security skills (92%), while 84% confirmed they needed to add staff to close the gap9. 
Inadequate cybersecurity best practices and insider threats could also contribute to the increased rate 
in cloud attacks. Symantec research found that 65% of organizations neglect to implement 
multi-factor authentication (MFA) as part of the configuration of IaaS, while 80% of organizations do 
not use encryption. Cloud incidents resulting from insider threats—either intentional or 
accidental—was a major concern for 48% of respondents and 93% of survey respondents struggled 
with users oversharing cloud files containing sensitive and compliance-related data9.  


