Transform cybersecurity foresite.com info@foresite.com
from a barrier into a Catalyst
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Cybersecurity alert with agentic Al
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Catalyst
Triage Agent



OVERVIEW

Al-accelerated triage, human-owned
judgment

y
-

Foresite has built an Al Triage Agent that runs internally within Foresite’s security operations pipeline as part
of our MDR process. Al is assisting and accelerating our analysts as they work your incidents — before your
analysts ever open a case. When a detection fires, the Triage Agent automatically gathers context, evaluates
the evidence, and delivers prepared data and recommendations to the analyst.

What you see in Catalystis a clear result: prepared by our analysts and accelerated by agentic Al.

THE PRINCIPLE

Autonomous triage runs at machine speed. Named practitioners

validate every high-impact action before it executes.

Agentic never means uncontrolled.

Seconds Every alert 24x7(

to a prepared, oriented case consistent depth, any shift or Foresite MDR owns every
volume verdict

The Foresite incident response pipeline

Foresite’s managed security services are built on Google Unified Security: Google Security Operations,
Google Threat Intelligence, and the broader Google Security Operations stack. Every alert that enters our
pipeline is automatically enriched — IOC reputation, MITRE ATT&CK mapping, entity history, behavioral
signals, and timeline reconstruction. That enrichment has always been the foundation of how our analysts
investigate and reach verdicts on your behalf.
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Detection fires Enrichment Agentic triage Analyst In Catalyst
A rule triggersin Google 10C, MITRE, entity & Evidence weighed, Foresite MDR reaches A clear, written result
SecOps timeline verdict scored the verdict

Figure 1 — Every alert flows through Google-native enrichment and agentic triage before an analyst reaches a verdict.



WHAT IS NEW

Agentic triage

What changes now is how that enrichment occurs and how fast it reaches our analysts. Previously, an

analyst assessed the alert, collected data from many sources, reviewed it, and wrote an assessment. With

the Triage Agent, the initial review, data collection, and preliminary investigation are done by agentic Al in

seconds — so analysts arrive at an investigation that is already oriented, not a blank slate.

BEFORE — SERIAL, ANALYST-DRIVEN

1 Assess the alert

2 Collect data from many sources

3 Review the data

4 Determine what occurred

5 Write the assessment

Time to oriented: minutes, every case
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AFTER — AGENT-ACCELERATED

4, Agenttriagesin seconds

v Analystopensan oriented case

v Focuson judgment and decisions

Time to oriented: seconds, before review

Figure 2 — The agent absorbs the orientation work that used to open every investigation.

Faster resolution — analysts focus on investigation and decision-making, not on gathering context.

Consistent, thorough analysis on every alert — not dependent on shift, analyst experience, or volume.

A clear written explanation of what happened, why it fired, and the evidence — visible in Catalyst.




Every case opens with an agentic triage

Rather than a summary of a detection rule firing, each case opens with a prepared triage: a written
explanation of what happened, the evidence evaluated, and a confidence-scored verdict. Foresite
analysts use it as the starting point for their investigation.

CATALYST - CASE INC-4821

Suspicious OAuth grant to third-party app IR Reeiee e

EVIDENCE EVALUATED CONFIDENCE

IOC reputation — grantee domain flagged malicious (GTI) 8 8

MITRE ATT&CK — T1528 Steal Application Access Token
Entity history — first grant from this account in 90 days

Timeline — followed an anomalous sign-in from a new ASN

Prepared by Catalyst Al Agent - validated by a Foresite analyst before it reaches you

Figure 3 — lllustrative agentic triage: a written explanation, the evidence, and a confidence-scored verdict.

Agent Reasoning

Executive Summary

A security alert fired on host HOST.ACME.LOCAL after Syncthing — a legitimate, open-source flle-synchronization 100l Installed via Homebrew — generated network traffic on port 993 that triggerad a generic
I-protocol rule. confirms the process, file hash, command line, and destination IP are all benign. No threat activity Is present; this alert raquires no remediation.

What Happened

The alert fired when the process fOPT/HOMEBREW/OPT/SYNCTHING/BIN/SYNCTHING --NO-BROWSER --NO-RESTART on host HOST.ACME.LOCAL established outbound connections, including traffic toward
8.8.8.8 over port 993 — a port also used by IMAP mail clients. The detection rule interpreted ha‘ port-293 traffic as a potential command-and-control channel (MITRE T1071.003, Mail Protocols), but
investigation shows the actual sourca s 2.1.0, a well-k peer- syne ion Installed through the Homebrew package manager on macOS. Syncthing routinely uses relay and discovery
traftic patterns that superticially resembie mali-protocol activity, which Isa k'\ovm cause of alse triggers on this class of rule. The file hash
FCA2B6ED04B70CODBEFDCATAZAA39B34AA2FOBAABDDA10182CCSFACAECTF2BOD resolves cleanly to the legltimate Syncthing 2.1.0 binary, the command-line arguments are standerd Syncthing startup
flags, and AbuselPDB reports zero confidence of abusa for the destination IP 8.8.8.8 A placehoider IP of 0.0.0.0 also appears in the alert, but this is an artifact of a NAT-field ingestion fadlure and carries no threat
signal. There are no historical cases matching this pattern and no indicators linking this activity to adversary behavior.

Why This Verdict

Every verifiable indicator points 1o a legitimate, authorized application. The process binary is confirmed as Syncthing 2.1.0 — a trusted, open-source tool — with a clean file hash and standard startup arguments.
The single destination IP tlagged carries no abuse history, The only signal pointing toward a threat was a MITRE T1071.003 rule match, which was triggered solely because Syncthing’s relay traffic happens to
use port 993, the same port associated with encrypted IMAP mall sessions. That rule match is a known artifact of how Syncthing behaves, not evidence of adversary command-and-control. With no
corroborating indicators, no suspicious process lineage, and no historical precedent for malicious use on this host, the banign conclusion is well-supported by the available evidence.

DETECTED IN
Google Chronicle

RULE
mall_protocol_used_by_uncommon_process

LOG SOURCE(S)
CS_EDR

TRIAGED BY
Catalyst Al Agent

MANAGED BY
Foresite MDR - 28x7

0 Investigation Pending — A Foresite analyst will validate this finding, plete the i 5 findings and any actions taken In 3 comment below before any remediation.




NEW IN CATALYST

Context Hub

&
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Alongside the Triage Agent, we are releasing Context Hub. It gives your team a place to tell the agent what

matters most in your environment. When a detection involves an asset or account you have registered, the

agent weights its assessment accordingly — surfacing cases that might otherwise appear routine.

VIP users

Executives, board,
high-risk roles

accounts

Critical servers Sensitive

Domain controllers, crown
jewels

data

Privileged accounts

Domain admins, service

applications
Finance, PII, regulated

\

—>

weights every

triage Triage Agent

Reasons on your behalf with your context

Figure 4 — Register high-value assets once; the agent applies that context automatically at triage time.

Register assets directly in Catalyst —
VIP users, privileged accounts, critical
servers, and sensitive applications,

with no professional services required.

The agent incorporates your
context automatically at triage
time. The more you define, the more
precisely it reasons on your behalf.

Included in
your managed
service at no
additional cost.

Figure 3 — lllustrative agentic triage: a written explanation, the evidence, and a confidence-scored verdict.
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INSIDE YOUR SERVICE

<
Built on Google. Stays on Google.
The Triage Agent runs entirely within Foresite’s Google Cloud infrastructure, deeply integrated with Google
Unified Security. There is no third-party Al vendor involved, no data leaving the Foresite environment, and
no Al compute cost passed to your organization. Foresite absorbs the operational cost as part of your
managed service.

‘\ FORESITE GOOGLE CLOUD No data leaves

GOOGLE UNIFIED SECURITY

U) Google Security Operations . & Google Threat Intelligence

J

Catalyst Triage Agent
Google Enterprise Agent platform-no third-party Al vendor

J

) Catalyst — your case view -SLA tracked from case creation

Figure 5 — The agent runs inside Foresite’s environment, with no third-party Al vendor and no data leaving.

e = ®
Zero configuration Posts before review SLA from creation
Activates automatically on every alert Agentic triage posts to your case SLA tracking begins the moment the

— no playbook changes. before analyst review begins. case is created.



THE FOUNDATION

Why this works:
SecOps engineering excellence

The efficiency and quality of agentic triage depends entirely on what sits beneath it: healthy client
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integrations, well-structured log sources, and detection rules that are precise and purposefully
built. Foresite’s years of Google SecOps engineering are the prerequisites that make the Triage
Agent effective — an agent working from a well-engineered environment produces the quality of
analysis you see in Catalyst today.

Catalyst Triage Agent output what you see

RUNTIME Google Enterprise Agent platform — speed, reliability, scale

ENRICHMENT Google Threat Intelligence - Security Command Center

Well-structured Google SecOps log sources & clean parsers

FOUNDATION Healthy integrations & purpose-built detections

Figure 6 — Quality compounds upward: engineering excellence at the base makes the agent’s output reliable.

Token efficiency — Google-native enrichment feeds structured, high-quality inputs rather than raw logs,
so every token counts.

Balanced enrichment and agentic depth — reputation, entity context, and correlation happen before the
agent reasons only where needed.

Runtime efficiency at Google scale — built into the same stack that powers the detection and response
pipeline, not bolted on.



NEXT STEPS

Already included. Rolling out now.

The Catalyst Triage Agent is rolling out across Foresite’s managed services.
Your Foresite team will walk you through what to expect in your case view and
work with you to populate Context Hub with your high-value assets.

® Rolling out across Catalyst, Citadel, Command, and Adapt
® No procurement decision and no new tooling required

® Your Foresite team walks you through Context Hub setup
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