
A retail chain was aware that they had experienced a few minor cybersecurity incidents and wanted to be sure that 
they had fully remediated. The CISO was new to the organization as well, so having an firm report on current state 

would be helpful to him as he reviewed pending projects to decide where to invest first.

Confirm remediation from past cyber 
incidents

Compromise Assessment to proactively gather 
logs over a period of time from key devices - 
firewalls, IDS/IPS, servers, and endpoints 

Look for signs of compromise to address 
before they become a reportable breach 

Provide recommendations for improvements 
based on our findings

Leverage Carbon Black tool used in 
assessment as Proof of Concept for endpoint 
security
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• Past incidents left them 
concerned that there 
could be residual malware

• Lack of 24/7 monitoring 
to be alerted 

• Internal staff not formally 
trained

Business
Challenges

• Determine current state 
and provide actionable 
intelligence for next steps

• Provide a road map 
to optimal state in 
manageable stages

Opportunities

• Compromise Assessment

Foresite
Solutions

CASE STUDY 

COMPROMISE ASSESSMENT

CARBON BLACK

PAYMENT CARD INDUSTRY

WORLD HEADQUARTERS
7311 West 132nd Street, Suite 305
Overland Park, KS 66213
+1 (800) 940-4699

CT OFFICE
1 Hartfield Blvd, Suite 300
East Windsor, CT 06088
info@foresite.com

UK OFFICE
A8 Ively Road, Farnborough
Hampshire, GU14 0LX UK
+44 (800) 358-4915


